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2. INFORMATION THEORY AND
INTERFERENCE
2.1 The language and its semantics
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2.2 Degrees of interference
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2.5 Random variables and program points
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2.6 Leakage at a program point
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2.7 Perfect Secrecy, non-interference and
leakage
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3. ANALYSING PROGRAMS FOR
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3.1 Use Definition Graphs
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3.2 UDG example
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3.3 Source nodes
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high=in
(a) data edges (b) control edges
n=16 low=0
while (n>=0)
m=pow(2,n)
if (high>=m)
low=low+m
high=high−m
n = n−1
out=low
high=in
n=16 low=0
while (n>=0)
m=pow(2,n)
n = n−1
out=low
if (high>=m)
low=low+m
high=high−m
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high=in
n=16 low=0
while (n>=0)
m=pow(2,n)
if (high>=m)
low=low+m
high=high−m
n = n−1
out=low
(a) (b)
Y1=E1          Yn=En
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3.4 Demonic attackers
ýU'ﬀ3(G	t	EU
5"pq2 36ﬃﬁ*ﬀ3*+rj&2
;J 8TT63*ﬀv+:;!?)
ﬀT&!ﬀ6QQﬀU (ﬃﬁic*ﬀ63X?ﬀﬁE	lﬃ@Q6M;ﬁ 4ﬁ;ﬁ'ﬀ
mﬀiﬃ#6ﬃﬂh !87#AgWEﬂJGiﬀv	IV 4ﬀﬂNﬀ63a !8T3ﬁ2
	l*ﬀ<ﬀk&2 ﬀ8XO
8AI	l3*ﬀS6k
(T3Hﬀ:&2iﬀ(GﬀU2JP!
	l36ﬁ;78
	l633hT4
58636T3^Sﬀ2ﬀH;?ﬀT&!ﬀ8/gﬀJ79!)
 &ﬀﬁwl*ﬀ:Q3P"ﬁ3*+sﬀ(ﬀ:3*ﬀﬀ39<=PN
	l3
;7/	l33iT4
G536T3T48&!ﬀMﬀ3
	 &ﬀﬁ
¸NAIﬀJ;?ﬀT&!ﬀ8<S36
	 &!ﬀMﬁ+<ﬃﬂﬀ&(33+<T4<ﬀ
#Ł{|q~ŁMlﬀGﬀﬀ#ﬃ#P"ﬂ
e1ﬀJﬃ
*ﬀH	E8&36;1T42ﬃﬁ8!)
ﬂ58Gﬀ5"ﬀ]&2ﬀ(ﬀﬀ/ﬀﬀ#ﬃ#P"ﬂ:ﬃ#'ﬁ<à
?
ﬀ
n!26U36ﬁP78A
 1Q;ﬁ3E	l*ﬀsT4ﬀ]Uﬀﬁ: 8T3ﬁ2VT'+=ﬃﬁ?ﬀ&ﬃﬂﬀ798&
3*+!lﬀV785"Uﬁ&3*ﬀE	lﬃ@iG.i.S33a 4T3H;?ﬀ*)
T&!ﬀ8U8/ﬀH36
	§ &ﬀﬁAHWE2  "ﬃ@9ﬁwXﬁﬁ'ﬀ633*+'waﬀ
&  48kﬀ(ﬀIﬀk36
	F &ﬀgﬀ#P"S82lKn!
;$pqT&!ﬀE&PN
	l4r
53&ùaAUWEJﬂﬀv+/gﬀi  8ﬃ#$6U5"ﬂ*K(
;T'+Q  48*)
ﬀ8$NA8A
¦
I
ﬃ@2 4T3Uﬃ#6ﬃﬂSà
?
çfùaw"	IU;!ﬂK(hßhú(pqÇmrcﬀT4Mﬀ
 T(T3ﬀD+Qﬀﬀk 7#¶ 4NﬀkÇ9Sﬁ58ﬁ'ﬀ&(33*+Q;ﬁﬃﬂ,;!
;pqﬁ
ﬂﬃﬂﬀU¸NA ´8rM785"ﬁQﬀ(ﬀkà
?
çfùaA
¦
33*+XO
ßhúpqÇar:ûzü{ýç

('   *O$':þ(

*
ßmpqÄcrEßÁ^puà
?
çfù4r@
	lﬂIúpqÇar
ûzü{ý
ç 2NpqÄ[Ä ë rLÅQpqÇarLOSÄjpuàjrç ùh7'A³qU
	Î	I
ﬃﬁ];@K(2ﬀ^#(;!8â56T36ﬂ^ﬀV 7#° 46'ﬀ785"ﬁ
ﬀﬀHà?lçùaOEYv&?ﬀ	lﬂ<ßhú(pqÇar!wm	I2;@K(V

ú
ûzü{ý
ç 

/
puà
?
çfù4r@A
¦
633*+'wI	Iﬃ
t;ﬂK:ﬀ<3
P878'ﬀîﬀÇ
75"ﬁ2ﬀ(GﬀEà?cçfùaO
C

ú
pq/r
ûEü{ý
çß ú pqÇar; $pq

ú
r@w8ﬀ#PN7
C

ú
pq/reç
H	lﬁ^ß]úpqÇmrgç0!A
¦
8R@8aw!	EJ&2Uﬀﬀù<kKn!
;:T&ﬀlP"i^?)
&2 ﬀ8hﬀSﬀe6;ﬂNﬀ*ﬀD+'AcWE6eeﬃﬁ8ﬂ5ﬀ5"I	l*ﬀﬂ 4ﬁﬃﬂﬀ
ﬀ
C

pq$r@w(k
	lT'+2ﬀi.336
	l7!O
STﬁUWVXUWYZ\[]Z^UW_\!AAJp

ùH
C

ú
pq/rIÌ¡ºr>°
C

pq$rEÌ¡º
STﬁUWUHm]nS·j+=;!ﬂK(*ﬀ6aw
C

pq$rHçßmpqÇmr; $pq

9 à
?
r(;[whT'+
;!ﬂK(*ﬀ6<eﬃﬁ8;*ﬀ8(3aﬂNﬀ '+'w $pq

9 à ? rIlﬀi&ú58ﬂ
33où>UÁ^puà ? ç ù
9 Ä§Å1	pq

r; $pq

9 à ? ç ù4r@AWEﬁ&3*ﬀ
833
	l<2 3*+>T4ﬁﬃ
&/L	Iﬁ78'ﬀ
;-
5"ﬂ#78$T48&(;ﬁ;sT'+
ﬀ33ﬁ?ﬀS;Q7ﬁﬀﬁ?ﬀkﬀﬂ2ﬁA
qSﬀUﬀﬀ
w!.U33mÅàs;:.S33:ùaw
C
?
ú
pq/reç
C
? pq/reç
NA
¦
&ﬀﬂ2wM	lﬁ-ﬀ$78!)Dﬂﬃﬁ&*ﬀv+-;t3G	M)xﬁﬃﬂ&*ﬀv+
 &ﬀVQ6;ﬁ 4ﬂ(;ﬂNﬀ
w
C
?
ú
pq^rVç
C
?pqVr^ç  $pqr?vr@we.33
Å$ÞA
3.5 Total versus partial random variables
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4. REFINING THE ANALYSIS OF
EXPRESSIONS
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5. ANALYSIS OF ARITHMETIC
EXPRESSIONS
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5.1 Addition and subtraction
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6. IMPROVEMENTS TO THE ANALYSIS
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